ABSTRACT In smart cities, the ubiquitous network connections and high data rate services are provided to afford effective service of real-time monitoring and responses. With the development of the 5G mobile communication technology, the wireless sensor mobile communication networks in the smart city have become a hot issue for academic researches. Due to the openness of wireless channels, the physical layer security of the wireless mobile sensor mobile communication networks in smart city encounters severe challenges. In this paper, based on Wyner's wiretap model, the secrecy performance of the wireless mobile sensor communication networks over 2-Nakagami fading channels is investigated. We derive the exact secure outage probability (SOP) and the probability of strictly positive secrecy capacity expressions for two transmit antenna selection (TAS) schemes. The exact closed-form expressions for the lower bound on the SOP are also derived using the optimal TAS scheme. Then, the system secrecy performance is verified and analyzed by Monte Carlo simulations under different conditions. The simulation results show that the analytical results match perfectly with the Monte Carlo simulation results. Increasing the number of transmit antennas can improve secrecy performance.
I. INTRODUCTION
In recent years, the academic and industrial fields have paid close attention to the smart city [1] - [3] . The smart city has various applications, such as smart healthcare, smart transportation, and smart homes [4] . The mobile communication plays an important role to achieve these smart applications via massive deployment of physical objects, such as sensors, controllers, and actuators [5] - [8] . So the wireless sensor network has been seen as an important engine for the growth and progress of smart city.
Due to the openness of mobile channels, the mobility of terminals and the diversity of network architectures,
The associate editor coordinating the review of this manuscript and approving it for publication was Liangtian Wan. the physical layer security of wireless sensor network is facing a severe challenge. And it has become a hot topic in the 5G mobile communication technology. Researchers have studied the safety technology of physical layer in various aspects [9] - [11] . In [12] , in the presence of an eavesdropper, the transmission of confidential messages in a single-input multiple-output (SIMO) system is investigated.
For the wireless sensor network in smart city, multiple antenna technology is an effective approach to improve the secrecy performance. In [13] , in the presence of an eavesdropper, the authors consider the problem of secret communication and derive the close-form expressions for the secrecy outage probability (SOP). In [14] , employing transmit antenna selection (TAS) scheme, the authors analyze the physical layer security. The closed-form expressions for SOP and the low bound on average secrecy capacity (ASC) are derived, respectively. Then, the physical layer security of multiple antenna system using TAS has been analyzed in [15] . What's more, to enhance physical layer security, the authors analyze the probability of strictly positive secrecy capacity (SPSC) using TAS over Nakagmi-m channels in [16] . Cao et al. [17] propose two schemes to improve the sum rate of secondary users (SUs) and guarantee the secrecy rate of primary user (PU). A novel hybrid scheme for the lower complexity of beam-forming scheme and higher security of TAS is also proposed in [18] . Based on the channel phase, a physical-layer security scheme is proposed to secure the transmitted data [19] . References [20] - [23] investigate the malicious attacks in target detection wireless sensor networks (WSNs). The physical layer security performance of the mobile vehicular networks is investigated in [24] .
However, the existing researches on the physical layer secrecy performance are mainly based on the Rayleigh and Nakagmi channels. The existing studies do not cover the mobile communication channel model in the actual environment. Experimental and theoretical analysis shows that Rayleigh and Nakagami channel models can not exactly describe the dynamic characteristics of mobile communication channels [25] , [26] . The 2-Rayleigh and 2-Nakagami fading models have been considered for mobile communication channels in [27] - [30] . The2-Nakagami channels can flexibly characterize the fading characteristics of wireless mobile channels, so it is more widely applicable and complex than 2-Rayleigh, Rayleigh and Nakagmi channels.
To the best of our knowledge, the physical layer security of mobile wireless sensor networks in smart city has not been considered in the literature. In this paper, the physical layer secrecy performance of mobile wireless sensor networks in smart city over 2-Nakagami channel is investigated. We present the quantitative analysis of physical layer secrecy performance with SOP and probability of SPSC as indicators. The optimal and suboptimal transmit antenna selection (TAS) schemes are proposed in this paper. For the two TAS schemes, we derive the exact closed-form SOP and probability of SPSC expressions, respectively. We also derive the exact closedform expressions for the lower bound on the SOP using the optimal TAS scheme. Then, the system secrecy performance is verified and analyzed by Monte-Carlo simulation under different conditions. The rest of this paper is organized as follow. In Section II, the system model is described. The SOP and probability of SPSC performance of the two TAS schemes is investigated in Section III and Section IV. Section V presents the MonteCarlo simulation results. Finally, we conclude the paper in Section VI. Fig. 1 shows the multiple antenna wireless sensor networks model in smart city. Based on Wyner's wiretap model, the system includes a mobile source (S) sensor, a mobile legal destination (D) sensor and a mobile eavesdropper (E) sensor. S sends information to D. E can obtain the information via the eavesdropping channel. The S is equipped with N t antennas, the D and E are equipped with single antenna.
II. SYSTEM MODEL
In the following, h denotes the channel coefficient, which follows the 2-Nakagami distribution [25] 
where a l is a Nakagami distributed random variable. The probability density function is given as
where m is the fading coefficient,
is a scaling factor, E[·] denotes the mean value, and (·) is the Gamma function.
The probability density function of h is given by [25] 
where G[·] is the Meijer's G-function. V SD is the relative gain of the S to D link, and V SE is the relative gain of the S to E link. D and E receive the signals as
where x is transmitted signal, which has mean 0 and variance 1, n SDi and n SEi are additive white Gaussian noise (AWGN), which has mean 0 and variance N 0 /2, and E is the emission power of x. The corresponding received SNR at D is given as
The average received SNR is given as
where K is the SNR gain of the main channel relative to the eavesdropping channel. The corresponding received SNR at E is given as
The average received SNR at E is given as
The cumulative distribution function of γ k , k ∈ {SD,SE}, is given as
The probability density function of γ k is given as
Instantaneous security capacity is defined as [31] 
For the optimal TAS scheme, we select the transmit antenna w as
For the suboptimal TAS scheme, we select the transmit antenna g as
III. THE SOP OF THE OPTIMAL AND SUBOPTIMAL TAS SCHEME
We obtain the SOP of the optimal TAS scheme as
where γ th is a given threshold. Q 1 is given as
The SOP of the suboptimal TAS scheme is given as
Because of the complex function operation in (17), (19) , there is no closed solution. In this paper, with the help of [32] , the close-form expressions of the low bound on the SOP based optimal TAS scheme are derived. The low bound is given as
With the help of [33], we can use the method as follows, (21) , as shown at the bottom of the next page, where
We can obtain
IV. THE PROBABILITY OF SPSC FOR THE OPTIMAL AND SUBOPTIMAL TAS SCHEMES
The probability of SPSC for the optimal TAS scheme is given as
QQ 1 is given as
The probability of SPSC for the suboptimal TAS scheme is given as
Because of the complex function operation in (26) , there is no closed solution. When N t = 1, the closed-form expressions of (26) is given as
V. SIMULATION RESULTS
In this section, the channels are adopted as 2-Nakagami channels. E = 1 and γ = 10 dB. In Fig. 2 and 3 , the SOP performance of the two TAS schemes is presented. Table 1 shows the Monte-Carlo simulation parameters. The theoretical values are calculated in terms of (16) and (19) . As shown in Fig. 2 and 3 , the analytical results match the simulation results well. For fixed N t , as the value of K is increased, the SOP performance improves. For fixed K , increasing the number of N t improves the SOP performance. In Fig. 4 , it presents the SOP performance comparison of the two TAS schemes. Table 1 shows the simulation parameters, and N t = 2. From Fig. 4 , for fixed N t , the SOP performance of optimal TAS scheme is better than that of the suboptimal TAS scheme. For example, when K = 4dB, the SOP is 2.8×10 −1 for the optimal TAS scheme, 3.6×10 −1 for the suboptimal TAS scheme. Increasing K improves the SOP performance of the two TAS schemes. The SOP performance gap is also increased. When K = 10dB, the SOP is 9.2×10 −2 for the optimal TAS scheme, 1.4×10 −1 for the suboptimal TAS scheme. Using the optimal TAS scheme, the low bound on SOP performance is analyzed in Fig. 5 . The simulation parameters are shown in Table 2 . We can see from Fig. 5 , for fixed N t , increasing the value of K , the Monte-Carlo simulation values are constantly approaching the theoretical values of the low bound. When K is greater than 0 dB, Monte-Carlo simulation results and the analysis results match very well, which verifies the accuracy of the previous theoretical analysis result. As shown in Fig. 2 and 3 , for fixed K , increasing N t improves the SOP performance. Using the optimal TAS scheme, the low bound on SOP performance is analyzed in Fig. 5 . The simulation parameters are shown in Table 2 . We can see from Fig. 5, for fixed N t , increasing the value of K , the Monte-Carlo simulation values are constantly approaching the theoretical values of the low bound. When K is greater than 0 dB, Monte-Carlo simulation results and the analysis results match very well, which verifies the accuracy of the previous theoretical analysis result. As shown in Fig. 2 and 3 , for fixed K , increasing N t improves the SOP performance. Fig. 6 analyzes the effect of (V SD , V SE ) on the SOP performance of the wireless mobile sensor communication networks. The simulation parameters are shown in Table 3 . As shown in Fig. 6 , for fixed value of (V SD , V SE ), increasing the value of K can improve the SOP performance. For fixed value of K , (V SD , V SE ) = (5dB,1dB), it can provide the best SOP performance. This is because the mobile D node is more close to the mobile S node than the mobile E node. Fig. 7 analyzes the SOP performance of the wireless mobile sensor communication networks over 2-Rayleigh channels, 2-Nakagami channels, and Nakagami channels, respectively. The simulation parameters are shown in Table 4 . As shown in Fig. 7 , for fixed channels, increasing K can improve the SOP performance of the system. For fixed K , when K < 4dB, the SOP performance over 2-Rayleigh channels is the best; when K > 4dB, the SOP performance over Nakagami channels is the best. This is because when K < 4dB, the main channel is worse than the eavesdropping channel; when K > 4dB, the main channel is better than the eavesdropping channel. Fig. 8 presents the probability of SPSC performance versus K . Table 5 gives the simulation parameters. The Monte-Carlo simulation values are constantly approaching the theoretical values. For fixed K , the SPSC performance is improved as m D increases and m E decreases. The SPSC performance for (2,1) is best. Further, it is clear that the SPSC performance improves as K increases. Fig. 8 presents the probability of SPSC performance versus K . Table 5 gives the simulation parameters. The Monte-Carlo simulation values are constantly approaching the theoretical values. For fixed K , the SPSC performance is improved as m D increases and m E decreases. The SPSC performance for (2,1) is best. Further, it is clear that the SPSC performance improves as K increases.
VI. CONCLUSIONS
In this paper, the secrecy performance of the wireless mobile sensor communication networks over 2-Nakagami fading channels was investigated. We used Wyner's wiretap model, and derived the exact closed-form SOP and probability of SPSC expressions for two TAS schemes. The exact closedform expressions for the lower bound on the SOP for optimal TAS scheme were also derived. We used Monte-Carlo simulations to verify and analyze the secrecy performance of the wireless mobile sensor communication networks. In order to improve the SOP performance, the transmit antenna N t or relative position gain (V SD , V SE ) should be optimized. This paper research was based on the condition that the channel was independent. But in real environment, the channel was not completely independent. In our future research, we could further study the influence of related channels on the SOP performance. 
